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The “Glue” Between Networks and Applications
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DNS (Domain Name System) Naming
DHCP (Dynamic Host Configuration Protocol) Addressing

IPAM (IP Address Management) Management
RADIUS (Remote Access Dial-In User Service) Authentication
TFTP (Trivial File Transfer Protocol) Configuration
NTP (Metwork Time Protocol) Time Sync
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Infoblox nefwork services appliance.

DNS

Infoblox NIOS #fFRH L4 DNSane

HRERURF AR, 3R R %%
FRFRsK,  Infoblox #AN[F] [t
NIOS HKPFARHe A 2 AT
TR, MARFR.

DN Sone with Grid

Network Services for Authentication (M54) -
Network Services far VitalQIP (NSQ) =
Network Sereices for VolP (NSV) -

Network Services Suite (N55)

DNS

RAmskhe. 2 Uifen DNS ks, RHNEFbRUER BIND @ brll 514, If HA& St
H 5 bloxSDB %k FE — iz fF, tedl A3t 7k 50 0E 2 W sl s |3 IR Ak, B
FEARE BT T R RG, DIRIRES G et #a i ERAemES S
BB BRI g, DNS B EZIhAE . FHEE I E Primary.
Secondary. Forwarding 8¢ Caching %&£ {%. A7 Anycast £#14. 2% DNS (DDNS)
SEIFFEHT . HF GSS-TSIG 258 . 3HF IPv6 15 IPv4 Uik (Dual Stack) « il
— [T N IR B DNS $% S RS Xk DU ENLA TR S TR IR S B8R

Infoblox bloxSDB™ 4% A&

e GAE M5k
Other
Apps

Data
Semantics

Other
Apps

End-point
Security App

Compliance
Reporting App

End-point
Security App

Compliance
Reporting App

Data
Semantics

Data
Semantics

Data Extraction

SO

v
[ R [ N
DNS DHCP RADIUS LDAP
DATA . DATA DATA | DATA
S~ S N N

A BRI PEAR R 7 225 bloxSDB -2 3l 2 11 22

IPAM #5EER

IP Hb ik B (IPAM) BB %5 1 A B L 2 (F) DNS 5 1P bk %cdls, S Re— Sk kb2
WS TR, DG R AR 5. Infoblox 76 IP MUl 2 (IPAMD
SRR, R A H AT AR (R D BR, LB
Ry JERE) D 2% e 55 T Vv PR AR 5 AL 4%, $RIE 3 — ELPfE— #8455\ DNS . DHCP #1 IPAM
W IPAM B EZfeAT: AN P FHEESE . b HEEE . sk,
FEE L IP MRS R ST A S I SE A SR A PR R [
(Recycle Bin) LA K Hdls— B HEAG 7

Data Extraction Data Extraction

bloxSDB
Database

Data Semantics &
Constraints

DNS DHCP IPAM RADIUS

RADIUS &5k

T A I 2% 2k 15 5 FH P gt e S L m R IR AUE AR 5 5 B At RADIUS AR
45 Infoblox Grid £ AR MMHES, Al R EEf] 7R - A F T Infoblox ¥4, BRIk
AR SO AR 22 A, TR WA UGIE RS RE ). HE R SZRE Microsoft Active
Directory /LDAP- AHLH /. ] MAC Hhtik 5 PEAP/EAP-MSCHAPV2 54 A i %
iE (EAP-TLS) AIE , BAK& BBIFEZFHAE X, BAT Grid F P &3 &I LU HA
kA JEAL o

FERtiAR 55
Infoblox NIOS # A4t — 1AL A UM 2 AR %A kAL IR S5, 5
HTTP. NTP. Syslog NG Proxy X RADIUS Proxy.

TFTP.

DHCP

P4 M

‘E ) = s B

28, E W, Ev S 3

e 2 BF L 35 = 295

E = ég E ¢ 9 2= 23
DHCP #ik

Pt E R . £ IhAE DHCP 445, SR AL FbRvfE 1SC
DHCP il i B 51 5 s AL i AL, [l iEf 5 Infoblox
bloxSDB %4 FiE 1 K 5% 45 45 . Infoblox 58 1k il
DHCP Server 7556 L2 BN RETE BT A 3, B se
AT A BT (R . Infoblox 7 DHCP i 43 Ji 1]
A b, AT LU G SR BRI VA T BRI, R IR R]
PR AT A (R e A LA, 38 S b DHCP & v,
2o 2 LR P BICIR U0 4R

thAh, MEREHU HAT LR B RE:  DHCP RLAME B AL
FAR A P/ &I, s R N R )7 4 B
DHCP #5455+ HEB DHCP B4 4 284545

Grid i

F2 Infoblox % Fig A% O A, SR B T REM R 48
R BORS RAETTHNE, LGRS b T
%%, B — Infoblox A% (Grid) , ik—3uik.
SRR ARG T LA = AN 1, S o
A N EH 2 . £ Infoblox Grid T &A% 22 /], 7T L%
I SSL M@ A BN, R Al A2 28 1 s
BEEGAR, 4 RE O (e gerE, RS (L)@
i — DNS, DHCP, RADIUS, LDAP, TFTP, NTP %%, (2)
Bodls— 1P Huhil-. MAC Hohib, A 0EIE. 8 et
BITRISE, () PR — & M. BB S dow S0
G

Grid BEHRARAMEIZVE S G — B, RIS

S, A ARG ER , BERASHER.
BB, AN T R AR E L B RS
o, AR RRER [ BT 1 R LR Sy (K B TS
BEHABMAIE, LUK RY Grid Master F+4 .

NAC Foundation &k

il Infoblox DHCP filk 55 B4 R 84 UK T ) (4% 4 HL
i, PRI S B MR T R, e
AN NAC fiff vk 5 % . NAC Foundation #5784 B
FHAEM E 301k, 147 DHCP Server MAC 1 J& %8 11 4
B, RASCR F P 0 BRI 1 5 BOSR T H 2E E A Ji R
TEMEEIX BLo AT R BT 0 A% 25 v U i)
HiMEfe e s AL )8 web Mk, #4350 DHCP A
UE  WRAEI. B E MAC ISR B AR 42
£ McAfee Enterprise Policy Orchestrator (ePO) .
SEAEH A I MAC 1 IP 5 {8 (5 R AL i 45 o




N The End of
Infoblox < Anonymous Networks"

W4 AR 55 % M

Infoblox ¥ # SR/ e RELKIMER M, JF HANE
BSLECE KRR, T DL M (I A PRALLR I 45 1 55«

Infoblox-250 . Infoblax-550 . Infoblox-1050 ;. Infoblox-1550/1552 . Infoblex-2000

DNS Queries Per Second 3,000 | 12,000 | 24,000 | 36,000 . 75,000
DHCP Leases Per Second 25 75 150 225 700
Capacity (Database Objects) 12,500 25,000 150,000 400,000 1,200,000
DNS $ AR#A% DHCP HARMME
REC 1034 and 1035 RFCs RFCs 3046, 2131 and 1531
su Sorted Dynamic update, RFC 2136 supported BOOTP, RFCs 1534 and 2132
PP Incremental zone transfer, RFC 1995
Notification of zone changes, RFC 1996 Protocol engine DHCPD 3.0.1
Secret key transaction authentication
(TSIG), RFC 2845 ) Additional e VLSM (Variable Length Subnet Mask) support
Classless IN-ADDR.ARPA delegation, Capabilities e CIDR (Classless Inter-Domain Routing)
RFC 2317 support
. e Multiple subnets per segment
Protocol engine BIND 9.3.4 (supernetting)
e “Static leases” based on MAC address
Additional e Secure dynamic DNS updates using TSIG (manual allocation)
Capabilities e Conditional forwarding e MAC-address-based filtering
e Microsoft Active Directory support e Address availability checking before
e Infoblox Views assignment
e IP-address-based access lists on queries, e DHCP relay agent/Option 82 support
zone transfers, and dynamic updates e Secure DHCP-DNS integration updates DNS
e Zone import tools when leases are issued
e Customizable TTL settings e Advanced DHCP Options Editor
e Windows, Unix, and Mac OS compatibility
e External syslog server support
RADIUS £ AR B
Protocol engine FreeRADIUS 1.1.3
Authentication e PAP - Password Authentication Protocol
Methods e CHAP, MS-CHAP and MS-CHAPV2 - Challenge Handshake Authentication Protocol
e EAP - Extensible Authentication Protocol for 802.1x port-based authentication
EAP-TLS, EAP-MSCHAPv2, EAP-GTC
e PEAP - Protected Extensible Authentication Protocol for 802.1x port-based
authentication PEAP/EAP-GTC, PEAP/ EAP-MSCHAPv2 (authentication method
natively supported by Microsoft Windows clients)
e EAP/TLS - Extensible Authentication Protocol Transport Layer Security,
provides mutual authentication, requires client certificates
e EAP-TTLS/EAP-PAP, EAP-TTLS/EAP-CHAP, EAP-TTLS/EAP-MS-CHAP, EAP-TTLS/
EAP-MS-CHAPv2, EAP-TTLS/EAP-MSCHAPVv2, EAP-TTLS/EAP-GTC
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